








Appendix A
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Glossary of Key Terms

128-bit encryption  The transformation of & message into another type of messige using &
mathematical function and an encryption password called a key. The purpose of encryption is to
make informa decipherable to protect it from unauthorized viewing or use, especially dur-
ing transmission or when it i stored on a ransportable magnetic medium. The bigger of the key.
the better the security. 28-bit encryption is very secure but can be broken.

1G  First generation. The generic name for the inital analog mobile networks.
3G Third generation. The generic name for next-generation mobile networks (UMTS, IMT-2000).
Sometimes GPRS is called 3G in North America.

80211 The IEEE standand (hat specifics canier-sense media access control and physical layer
specifications for I- and 2-Mbps wircless LANs.
access control  Limiting the Aiow of information from a system's resources (o the authorized
persons or systems in the network.

k. ntry control, and

accesslayer  Feeds traffic
edge services. WLANs should be deployed at this point.

access point (AP) A WLAN transmittcrireceiver pair (transcefvcr) that serves s a hub for
wieless client adapters in the immediate ara. { uses adio waves conect a wired network

with wireless stations.

Part of the IS0 network management model. The goal of account-

accounting management
se of

ing management is to measure network utiliztion parameters so that ndividuad or group us

the network can be regulated appropriatcly.

active scanning  The 802.11 device sends out“probe’” frames. soliciting [ am here” responscs

1 802,11 devices.

from exi:
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pasic service area (BSA) The area of RF coverage provided by an AP, also called a
‘microcell.

beacon  APs broadcast beacons at predetermined, programmable intervls. A beacon i
contans details similar to those in the probe response.

beamwidth A measurement uscd fo describe directional antennas. Beamwidih is some-

{imescalled alf-poweg beamvwidth, Tt is e total widihin degrees of the main radiation

Jobe at the angle where the radiated power has fullen by 3 dB (half-power) below that on

the lobe’s centerline.

Binary Phase Shift Keying (BPSK) A digital frequency modulation technigue used (o

send data over a coaxial cable network, BPSK is less efficient than modulation technigues

ach as QPSK and 64QAM, but it resists noise better.

scheme in which a digital 1 represents a posi-

bipotar modulation scheme A modul
e o rising pulse and a 0 represeats an inverted ot flling pulse
BOOTP  An early form of automatic IP address assignment protocol. BOOTP was a precur-
sarto DHCP. I}
bridge Conneets two or more wired LANs, usually located in separate buildings, to create
o9e large LAN.
Broadcast Key Rotation (BKR) Protects the AP's rulticas traffic from being cxploited
by dynamically changing the multicast encryption kcy.
bulkhead extender A simple connector that cofinects (o the AP inside the enclosure and
Fotides an antenna comnector on the outside of the cnclosure.
cableloss  The amount of energy lost as a signal travels through a cable.
Carrier-sense ‘multiple access collision avoidance (CSMA/CA)  Atype of contention.
protocol
g 1
detect (CSMA/CD) A type protocol.
€arrler wave A sinusoidal waveform carrying the information signal.
Challenge Handshake Authentication Protocol (CHAP)  Verifies the peer' identty using
2thres-way handshake, Defincd in REC 1994,
dpher A Jgorithm for i ion. Algorithms such as DES,

SDES, AES, and RC4 are the most comman ciphers.

g—*ﬂﬂ'ﬁmvery Protocol (CDP) A protocol for discovering devices on a network. Each
n DP-compaiible deviee sends periodic messages to  well-known malticast address. Devices
50T each other by listening at that address.
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Advanced Encryption Standard (AES) ~The nest-generation encryption furcts syt
by the National Institute of Standards and Technology (NIST)

N Aironet  Cisco Systems” brand of wireless devices,

ler A device that accepts weak input signals and provides thir amplified egbein
atthe output

amplitude  The distance from 0 to the maximum value of each aliernation, The sngitne
of the positive alternation and the amplitude of the negative altemaiion ae th sams.
analog:to-digital (A-to-D) conversion The process of representing an arslog wire sdis
continually varying voltages by a set of discrete values,

an

naarray  An assembly of antenna elements with dimensions, spacing. and it
tion sequence such thatth fields for the individual elements combine to produce st
intensity in a particular direction and minimum field intensities in other directions.

Architecture for Voice, Video, and Integrated Data (AVVID) An cnterprisc-wide sidart-
bused integrated network architecture from Cisco. AVVID provides the rosd map fof coshi
ing business and technology st e del, AVVID's ol
infrastructure includes a variety of clients, network platforms, and network services.

association  The configuration of a station to allow it to wirclessly communicste Wil
an AP, 5

attenuator A resistive deviee that attenuates the level of an RF signal. Atienuaiors it
er fixed or variable

authentication, authorization, and accounting (AAA)  AAA network sccurly 0<%
provide the primary framework through which you set up access control on your 051 ¢
access server.

Pl

authentication type Indicates whether the client adapter must shase the sime WEI o

f
the bridge orif it cz with the br
settings. The value is Open or Shared.

bandwidth  An antenna’s band of frequencies over whmh\mmmldewmp.‘b:‘“;nm
acceptably. The wider the range of frequencies a band encompasses, the wider !
bandwidth.

and
baseband The total frequency band occupicd by the aggregate of all the voice

sigaals used to modulate a radio carrier.

s infrasiuctue 006

basic infrastructure topology A basic service set, o cell tha use: i

ughthe
which each unit talks to the others via an AP. All stations communicate throvg
- stations do not communicate dircetly. '

-______‘
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dedicated pipe A point-to-point bridge configuration is an example of a dedicated pipe. If
e RF link is set to 11 Mbps, the data throughput between those sites is 11 Mbps.

deductive reasoning A problem-solving approach that works from the more-general (o the.
morespecific.

defacto standard  An unofficial standard that exists “in fact” because it

sceptance or popularity even if it has not been ratificd by any authority or regulatory body.
defuult gateway The port by which all traffic not destined for the local network leaves the
nenwork

defure standard A standard that
binding by recognized authorities.
deluyspread The period of time over which the echoes of a transmitied signal are received
ith reasonable strength. This becomes a significant problem in mountainous arcas where
signals are reflected at great distances.

demodulation The process of recovering a signal from a modulated carrier that has sub-
stanially the same characteristics as the original modulating sigoal.

denial of serviee (DoS)  The prevention of authorized zecess to systom assets Of serviess, or
e delaying of time-criical operations.

DHCP server Dynamic Host Control Protocal server. Automatically assigns (o ¢l ients the.
TP adress, [P subnet mask, default gateway, DNS, and other attributes.

Differential Quadrature Phase Shift Keying (DQPSK) A digital modulation techniguc
commonly used with cellular systems. DQPSK ean carry data on narrower bands than stan-
dard QPSK,

digtal signal processor (DSP) ~In VolP,a digital signal processor (DSP) segments the
voice signal and stores it in voice packets. '

@

fthe law:” In other words, it has been accepted &

Usually a straight, center-fed,
diversity T = ftwo o pats of
15 used t0 improve system reliability.

dunl-band A wireless networking device that can operate on both the $92.11b and 802.11a
Sandirds,

::':wm The specified period of time that the carrier remains at 4 given frequency in




















